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A previous recommendation was made covering the finalisation of risk management guidelines for partnerships, the associated bow ties and partnership listings being
updated to reflect all relevant partnerships. The Risk manager advised that discussions are ongoing at present over assigning these responsibilities. We have re-
iterated the recommendations made previously in the Action Plan of this in the main report in order to ensure that the organisation gains adequate assurances that risks
in connection with partnerships are being identified and effectively managed by the organisation.

Action Plan
The priority of the recommendations made is as follows:

FUNDAMENTAL SIGNIFICANT MERITS ATTENTION

REQUIRES ACTION TO AVOID EXPOSURE TO
ACTION IS IIMPERATIVE TO ENSURE THAT THE SIGNISICANT RISK IN ACHIEVING THE OBJECTIVE ACTION IS ADVISED TO ENHANCE CONTROL OR
OBJECTIVE FOR THE AREA UNDER REVIEW IS MET FOR THE AREA UNDER REVIEW. IMPROVE OPERATIONAL EFFICIENCY

REF RECOMMENDATION CATEGORISATION | ACCEPTED | MANAGEMENT COMMENT IMPLEMENTATION MANAGER
Y/N DATE RESPONSIBLE
2a As part of your review of the current risk register Significant % Agreed June 2009 Assistant Director

Resources / Risk

consideration should be given to the frequency of the
Manager

review intervals to ensure the risks continue to be
effectively managed and monitored.
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17.08/09 Environmental Strategy
1 Executive Summary
11 Introduction
An audit of Environmental Strategy was undertaken as part of the approved internal audit periodic plan for 2008/09.
The Bedfordshire Police Environmental Policy and Environmental Strategy were developed back in April 2007 with a planned review date of 2010. The Policy
and Strategy focuses on five elements, these being:
o Conserving Resources
e  Minimise Pollution
e Maximise Recycling
e Minimise Waste
e Monitor and Review Progress.

Ownership of the Policy and Strategy rested originally with the Chief Staff Officer, however when the previous incumbent left this role in late 2008 and the
position is a rotational one, there has been a dilution in ownership and overall management. The original Strategy included an action plan of some 28 action
points and whilst there has been no formal reporting on progress against these undertaken since September 2008 we have, through discussion with the Head
of Procurement and the Head of Estates (the owners of the majority of action points), been advised that work continues in the background to implement the
actions, albeit that the majority of those left are 'ongoing' and will remain so.

One of the key elements of the Strategy was to get the Force to be 'more in tune' with recycling and there is now a new contract in place for waste collection
and recycling on all sites. This involves the availability of bins in the building to collect plastic cups, plastic bottles, non confidential papers and other paper
materials (newspapers, magazines etc). As part of our audit we toured HQ and noted that bins were available on all floors, although posters advising there
whereabouts had not been put up. We are advised by the Head of Procurement that this is something being planned. Data on the amount of waste being
collected and recycled has just started to be received and will provide for base data in the future to monitor the Force's approach to future management of such.

The specific risk considered as part of this audit was:
= Failure to implement and effectively monitor the Environmental Strategy.
This risk relates to the objective of ensuring that the organisation has an adequate environmental strategy in place and operating.
1.2 Scope of the review

The objective of our audit was to evaluate the adequacy of risk management and control within the system and the extent to which controls have been applied,
with a view to providing an opinion. Control activities are put in place to ensure that risks to the achievement of the organisation’s objectives are managed
effectively. When planning the audit, the following controls for review and limitations were agreed:

= Environmental Strategy.

Control activities relied upon:
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= Regular monitoring of Strategy in place.
= Effective reporting on implementation progress.
Limitations to the scope of the audit:
e The scope of the work will be limited to those areas examined and reported upon in the context of the objectives set out in scope for this review.
o The testing undertaken as part of this audit will be compliance based and sample testing only.

 We will not provide an opinion on the contents or appropriateness of the Strategy or the ability of the organisation to implement the Strategy, only
the availability, review and monitoring of the implementation of the Strategy.

e Our work does not provide any guarantee against material errors, loss or fraud or provide an absolute assurance that material error, loss or fraud
does not exist

The approach taken for this audit was a Systematic Audit and included the following:
= Establishing the risk affecting the achievement of your corporate objectives.
= Reviewing the adequacy and application of the controls in place to mitigate the risk.
1.3 Conclusion

Taking account of the issues identified, in our opinion the Authority can take adequate assurance
that the controls upon which the organisation relies to manage this risk, as currently laid down
and operated, are effective.

This assurance level has been formulated on the basis of conclusions drawn on the individual elements of design and application of controls in place:

SUBSTANTIAL ADEQUATE LIMITED

DESIGN OF CONTROL FRAMEWORK X

APPLICATION OF AND COMPLIANCE X

WITH CONTROL FRAMEWORK

OVERALL OPINION X
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The above conclusions feeding into the overall assurance level are based on the evidence obtained during the review. The key findings from this review are
as follows:
There is currently no formal ownership of the Environmental Policy and Strategy and as such there have been no formal progress reviews

undertaken since September 2008 and none were planned at the time of the audit.
There is currently no formal mechanism established to ensure that the Policy and Strategy are formally reviewed by May 2010 or the reviews would
take account of any recent legislative changes or requirements, be interlinked and aligned to the planned Estates Strategy and also the planned

Waste Management Policy.

1.4 Recommendations Summary
The following tables highlight the number and categories of recommendations made, showing which have been brought forward from previous audits. The

Action Plan at Section 2 details the specific recommendations made as well as agreed management actions to implement them.

Recommendations made during this audit:

MERITS
Risk FUNDAMENTAL SIGNIFICANT
ATTENTION

FAILURE TO IMPLEMENT AND EFFECTIVELY MONITOR THE
ENVIRONMENTAL STRATEGY
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Action Plan

The priority of the recommendations made is as follows:

FUNDAMENTAL SIGNIFICANT

REQUIRES ACTION TO AVOID EXPOSURE TO

ACTION IS IMPERATIVE TO ENSURE THAT THE
OBJECTIVE FOR THE AREA UNDER REVIEW IS MET

SIGNIFICANT RISK IN ACHIEVING THE OBJECTIVE
FOR THE AREA UNDER REVIEW.

REF RECOMMENDATION CATEGORISATION | ACCEPTED | MANAGEMENT COMMENT IMPLEMENTATION MANAGER
Y/N DATE RESPONSIBLE
1a Future management and ownership of the | Significant Y Ownership of the | September 2009 Head of
Environmental Policy and Strategy needs Environmental will be with the Estates and
establishing which will require that: Head of Estates and Facilities Facilities
e Action plans are updated with progress on a Management and action plans Management
regular basis, say three or at least six reported to the Corporate
monthly. Service_s Leadgrship Team.
e Reports on achievement of the Strategy are Exc;eptlto n :re]porstltngtwnl algo bg
presented to an appropriate 'body' at regular made ‘o Ine otrategy boar
intervals and these should be determined, where appropriate
documented and actioned.
1b The current Environmental Policy and Strategy are | Significant Y The Estates Strategy will be | June 2010 (with Head of
due for review by May 2010 and as part of this due compiled taking into account a | regards to the Estates and
regard must be taken of any government legislative number of other strategies of | revised Facilities
changes that have occurred since they first which  the  Environmental | environmental Management
developed. Additionally any review will need to be Strategy is one. Once the | strategy)
linked to and aligned to the planned future Environmental Strategy has
development of an Estates Strategy. Once developed been wupdated it will be

the new Environmental Strategy should be submitted
to an appropriate body (suggest Audit and Business
Assurance Committee or the Authority) for formal
approval and then be suitably advertised to all staff.

presented to the Authority.
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Appendix D: Client Briefings

Client Briefing Carbon Reduction Commitment
CB Gen 01.09 March 2009

The Carbon Reduction Commitment (CRC) is a new mandatory emissions trading scheme that will be launched in January 2010, for which organisations need to be
preparing now.

The scheme will apply to large non-energy intensive organisations in the public and private sector (e.g. supermarket chains, hotels chains, office based corporations,
government departments, hospitals and large local authorities), whose emissions are not currently included in the EU Emission Trading Scheme (ETS) or Climate
Change Agreements.

Under the scheme qualifying organisations will be mandated to calculate and report their carbon emissions annually from April 2010 and will have to buy CRC
allowances to cover their anticipated emissions for each year from April 2011.

Who will be affected?

Your organisation will be included in the CRC if it has at least one meter settled on the half hourly market and the total half-hourly metered (HHM) electricity used is
greater than 6000 megawatt-hours between 1 January 2008 and 31 December 2008. This is equivalent to an electricity spend of approximately £500,000, although
it will apply to emissions from direct energy use as well as electricity purchased.

In September 2009, the Environment Agency — who will administer the CRC — will contact all UK billing addresses with half hourly meters providing them with
Registration Packs. In 2010, all organisations with an HHM will need to provide information on their total half-hourly electricity consumption for 2008 together with a
list of their half-hourly meters, assisted by their electricity supplier. Those falling below the qualification criteria will still need to make an information disclosure every
few years that tells the administrator about their electricity usage. Failure to do so by the end of the registration period will result in a fine.

The CRC will target UK emission of the highest parent organisation on behalf of all organisations in the group. If you are the highest parent organisation you will
need to consider the electricity use of your subsidiaries/group organisations to assess whether you are included in the scheme. You will also be responsible for
reporting on your total energy use emissions, including those of your Subsidiaries/group organisations. If you are a subsidiary of an organisation, you will need to
pass on information about your energy use to your parent for them to report to Government at the end of each year.
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All Central Government departments are also included in CRC regardless of whether they meet the qualification threshold or not. There are also specific guidelines
for schools and universities.

These sector specific guidelines can be found in the CRC User Guide on the DEFRA website referred to overleaf.

How will it work?

On an annual basis participants will be required to monitor and report all their UK-based CO, emissions from all their fixed point energy sources. This includes
electricity, gas and other fuel types such as LPG and diesel. However, organisations will not be required to report on their transport emissions, emissions covered by
the EU ETS and emissions covered by Climate Change Agreements.

At the start of each compliance year (April) commencing from 2011, participants will have to purchase carbon allowances from the auction (or fixed price sale during
the introductory phase) to cover their total emissions. All the income from the auctions will be recycled back to participants (October) by the means of an annual
payment based on participants' average annual emissions since the start of the scheme, with a bonus or penalty according to the organisation's position in a CRC
league table which will be published by the Government.

Consequently, there will be an adverse cashflow impact on all qualifying organisations. This will be a particular issue in 2011 when allowances will need to be
purchased for actual energy usage in 2010/11 and estimated usage for 2011/12. However, this can be limited through improved carbon management. Nonetheless,
CRC will typically result in a range of costs for participating organisations. These could include administration and consultancy advice, implementation of new
technology, as well as the potential for fines and penalties due to non-compliance or poor performance. However, in the long term, it is likely that most organisations
will enjoy significant financial benefits due to improved efficiency and lower energy costs.

For some organisations that do well on the CRC league table, CRC presents the opportunity to benefit from bonus payments that could more than outweigh any
financial investment.

What are the metrics for the CRC league table?
From 2011 the government will publish a league table of carbon performance of participants, or at least name and shame those organisations at the bottom of the
table. Therefore there is the potential for the reputation and brand of an organisation to be affected. Participants will receive a score for each of the three metrics and
these will be combined to give an overall score. This will determine where a participant is placed in the overall league table.
The three metrics are:
= The absolute metric which is the base metric on which the league table will be formulated and will be the percentage change of annual emissions relative to the
organisation’s previous five year rolling average. This will account for a 60% weighting in the league table during the introductory phase.
= The growth metric which will measure the organisation’s percentage change in emissions per unit of turnover relative to its average emissions per unit of
turnover. For the public sector it will be per unit of revenue expenditure rather than unit of turnover. This will account for a 20% weighting in the league table for

the introductory phase.
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The early action metric which will be in two parts. The first part is the extent that an organisation has installed non-mandatory automatic, or ‘smart’ metering.
This will be measured as the percentage of an organisation’s emissions covered by non-mandatory automatic metering. The second part of the early action
metric will be the percentage of an organisation’s emissions covered by the Carbon Trust's Energy Efficiency Accreditation Scheme (EEAS) or new Carbon
Trust Standard (CTS).

The two parts of the early action metric will carry equal weighting (50/50) and account for a 20% weighting in the league table. The metering part of the early action
metric will be frozen after the first year of the scheme and the entire early action metric will be discontinued after the introductory phase.

In the first year of the scheme, however, the early action metric will be the sole measurement and thereby will give recognition for good energy management
undertaken prior to the start of the scheme.

To improve your chances of doing well in this metric you can voluntarily install automatic meters (AMR) and attain the Carbon Trust Standard, ensuring you have a
valid compliance certificate for the relevant compliance year.
What should you be doing now?

Making sure you have the information, or can get the information, about your annual energy use.

Working out whether you need to make an information disclosure to the administrator. If you need to, or think you may need to, start gathering the necessary
information.

Evaluating whether you will need to register as a full participant of the scheme based on your electricity data for 2008.

Developing a CRC compliance strategy appropriate to your business

Calculating your likely CRC emissions footprint in order to calculate the allowances you will need to purchase (and the likely impact on your cash flow). Failure
to purchase the correct level of permits may incur higher charges, penalties and further impact cash flow.

Assessing compliance costs and optimal payment timings.

Looking for ways to achieve the Early Action Measures.

Building your energy saving plan.

Useful Resources
More details relating to CRC can be found on the following websites:

The Carbon Trust provides many useful sources of information for those wishing to manage their energy use effectively. They also provide site survey and
carbon management products for companies with energy bills over a certain size. www.carbontrust.co.uk

Details of the Carbon Trust Standard for which accredited organisations will receive recognition in the CRC performance League Table.
www.carbontruststandard.com

The Department of Energy and Climate Change is mandated to bring about the transition to a low-carbon Britain. www.decc.gov.uk

The Department for Environment, Food and Rural Affairs enables registration for updates on the scheme as well as access to the CRC User Guide.

www.defra.gov.uk/carbonreduction
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Client Briefing Independent Safeguarding Authority
CB Gen 02.09 May 2009

Introduction

The Independent Safeguarding Authority (ISA) was created to help prevent unsuitable people from working or volunteering with vulnerable adults and children. The
ISA will assess every person that wishes to work with vulnerable people and will work in partnership with the Criminal Records Bureau (CRB). The CRB will continue
to gather information about individuals and the ISA will then use this information to assess whether each person is suited to undertake work with vulnerable groups.

The ISA was initially created in January 2008 and has since:
= Provided advice to secretaries of state on who should be barred from working with children and vulnerable adults. The ISA assumed full responsibility for
these decisions in January 2009.
» Recruited its Board and key members of staff.
= Developed its decision making process on which it will base its barring decisions.
= Taken referrals and placed individuals on the Protection of Vulnerable Adults (PoVA) and Protection of Children Act (PoCA) lists and List 99 (a list of
individuals that are barred from working with children in the education sector). These three lists will be replaced by two new barred lists from October 2009.

The ISA was created by the Safeguarding Vulnerable Groups Act 2006, which defines the scope of the Vetting and Barring Scheme the ISA will follow. The Vetting
and Barring Scheme (VBS) will cover England, Wales and Northern Ireland and begins on 12 October 2009. From this date increased safeguards will be brought
into effect, with over five million more jobs and voluntary positions (including most NHS jobs) becoming subject to checks. Registrations with the ISA will be phased
in over a five year period from July 2010.

The VBS is essentially designed to create a more streamlined, faster system of workplace vetting for those working with children or vulnerable adults and will build
on current good practice. The ISA is in the final stages of producing detailed guidance that will enable employers, voluntary organisations and registered bodies to
understand and implement the Scheme. As such, this briefing provides only an overview of the ISA’s role and the Scheme it will operate.

Regulated and Controlled Activity

The ISA divides work with vulnerable groups into two categories: regulated and controlled. Regulated activity includes:
= Any activity that involves contact with children or vulnerable adults, frequently, intensively and / or overnight.
= Any activity allowing contact with children or vulnerable adults that is in a specified place frequently or intensively.

= Fostering and childcare.
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= Any activity that involves people in certain defined positions of responsibility.
A ‘frequent’ activity is classed as once a month or more and ‘intensive’ is where activity takes place on three or more days in a 30 day period.

Those who provide support work in areas such as the NHS and further education, which will include roles such as cleaners, caretakers, receptionists and catering
staff, are classed as controlled activities. All employers are required to check the status of any employee in this category however an employer can permit a barred
individual to work in a controlled activity only if sufficient safeguards are put in place.

The ISA has not yet fully defined what roles are classed as regulated or controlled. As such, the ISA aim to publish additional guidance that covers sector specific
information for a number of sectors, including: Higher Education, Further Education, Schools, Transport, Taxi & Private Hire Vehicle Drivers, Prison and Probation
Services, Faith Groups, NHS and Healthcare, Sport and Youth, Volunteering, Local Authorities, Employment Agencies, Job Centres, Early Years and Childcare.

From July 2010 when an employer recruits someone to work with either children or vulnerable adults their status must be checked with the ISA. Likewise from July
2010, anyone who is recruited to provide a regulated activity must be registered with the ISA. It is a criminal offence for any barred person to take part in any
regulated activity. It will be a legal requirement for an employer to check a person’s status if they undertake regulated activity. If a person that has not been
registered with the ISA is employed in either a regulated or controlled role the employer could face imprisonment or a fine of up to £5,000.

Existing Employees

From 2011 all existing employees will also need to be registered with the ISA. In the first instance, those employees who have not been checked by the CRB should
apply to the ISA. Following this, employers should ask those who have been CRB checked to apply. Employers should encourage those with CRB checks that are
the oldest to do this first. Importantly, it is the responsibility of the individual to register with the ISA and it is the employer’s responsibility to check that all existing and
potential employees are registered. Registration can be done through the existing employer or prospective employer. There will be a fee of £64 for registering with
the ISA, although volunteers will be exempt from this charge. An employer can check the status of a potential employee free of charge.

Sharing Information
Some organisations are legally required to share information with the ISA. The organisations that have a legal obligation to provide information on an individual
where there is concern that they pose a risk include:
= Adult/ child protection teams in local authorities.
= Professional bodies and supervisory authorities named in the Safeguarding Vulnerable Groups Act.
= Employers and service providers of regulated and controlled activity.
= Personnel suppliers i.e. employment agencies and education institutions.
The ISA does, however, encourage other organisations to provide any information they may have.

Preparing for the Scheme
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The ISA encourages organisations and individuals working with children or vulnerable people to build ISA registration into their forward planning. Human Resource
and Finance departments should be made aware of the Scheme and organisations should be thinking about how they will phase their workforce through the ISA
registration process over the five year period.

New Barred Lists

From 12 October 2009 the PoCA, PoVA and List 99 Schemes will cease to exist and in their place will be the Children’s Barred List and the Adults’ Barred List. Both
lists will be administered by the ISA. These new barred lists will hold information about those individuals that are deemed unsuitable to work with either children or
vulnerable adults. The ISA is currently reviewing all those already on the existing barred lists to determine whether they should be included on the new lists.

Timescales
From October 2009:
= A number of increased safeguards will be introduced including a wider definition of registered activities.
= The three current barring systems (POCA, POVA and List 99) will be replaced by two new barred lists. Essentially, checks against these new lists can be
made as part of an Enhanced CRB check.
= Specified organisations have a duty to refer any information to the ISA about any individual that may pose a risk.
= There will be criminal penalties for any barred individual that either seeks to or actually does undertake work with vulnerable groups and likewise for
employers who knowingly take them on to work with those groups.
= The eligibility criteria for Enhanced CRB checks will be extended to include anyone working in a regulated position.
From July 2010:
= Those individuals that currently work with children or vulnerable adults and are changing jobs will be required to become ISA registered. Those individuals
who already work with vulnerable groups but are staying in their current role will not need to become ISA registered until later in the five year phasing in
period.
= Employers and voluntary organisations working with children or vulnerable adults cannot recruit anyone that is not ISA registered.
= Individuals will be able to apply for ISA registration and a CRB check on one new application form.
=  When a person becomes ISA registered they will be continuously monitored and their status will be reassessed if any new information comes to light.
From November 2010:
= The legal requirement for employees to register with the VBS and employers to check their status will come into force.

From 2011:
= All existing employees and volunteers with no CRB check are required to apply for ISA registration.
= All existing employers and volunteers with CRB checks need to apply for ISA registration, beginning with those staff members whose CRB checks are the
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Full details with regards to registering with the ISA and exactly which roles are classed as regulated and controlled are yet to be released. Further information is

available on the ISA webs
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Introduction
The Role of Internal Audit

The role of internal audit is to provide management with an objective assessment of the
adequacy and effectiveness of internal control, risk management and governance
arrangements. Internal audit is therefore a key part of Authority’s assurance cycle and if
used properly can be inform and update the organisation’s risk profile. Internal Audit is just
one of the sources of assurance available to the Authority and Audit and Business
Assurance Committee.

Board sets
objectives

Identify risks

Review and revisit to those objectives

risk profile

Assess impact
and likelihood

of risks
Plan of assurances

mapped to specific risks

What controls are in place

sk
to manage those risks?
Take action where
necessary

Determine
Is the residual risk residual risk
within the organisation’s
risk appetite?

Exhibit A: The Assurance Cycle. © RSM Bentley Jennison

The definition of internal audit, as described in CIPFA’'s Code of Practice for Internal Audit
in Local Government in the United Kingdom, is set out below:

Internal Audit is an assurance function that primarily provides an independent and
objective opinion to the organisation on the control environment comprising risk
management, control and governance by evaluating its effectiveness in achieving the
organisation’s objectives. It objectively examines, evaluates and reports on the
adequacy of the control environment as a contribution to the proper, economic, efficient
and effective use of resources.

Whilst Internal Audit “primarily” provides an independent and objective opinion to the
organisation on the control environment, it may also undertake other, non-assurance
work at the request of the organisation subject to the availability of skills and resources.
This can include consultancy work; indeed, Internal Audit intrinsically delivers
consultancy services when making recommendations for improvement arising from
assurance work, and fraud-related work.
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1.2 Governance Statement

Under Regulation 4[2] of the Accounts and Audit Regulations 2003, as amended by the
Accounts and Audit [Amendment] [England] Regulations 2006, authorities are required to
publish a statement on internal control. From 2007/08, authorities have had to publish an
annual governance statement in line with the CIPFA/SOLACE Good Governance
Framework to meet that statutory requirement.

As your internal audit provider, the assignment opinions that RSM Bentley Jennison
provides the organisation during the year are part of the framework or assurances that
assist the Authority prepare an informed governance statement.
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2.2

2.3

Internal Audit Assurance for 2008/2009

Context

As the provider of the internal audit service to Bedfordshire Police Authority we provide the
Treasurer and the Authority through the Audit and Business Assurance Committee with an
opinion on the adequacy and effectiveness of the organisation’s governance, risk
management and control arrangements. In giving our opinion it should be noted that
assurance can never be absolute. The most that the internal audit service can provide to
the Treasurer and Authority is a reasonable assurance that there are no major weaknesses
in risk management, governance and control processes.

The matters raised in this report are only those which came to our attention during our
internal audit work and are not necessarily a comprehensive statement of all the
weaknesses that exist, or of all the improvements that may be required. This report is
prepared solely for the Bedfordshire Police Authority, its Treasurer and its senior
management team. Details may be made available to specified external agencies,
including external auditors, but otherwise the report should not be quoted or referred to in
whole or in part without prior consent. No responsibility to any third party is accepted as the
report has not been prepared, and is not intended for any other purpose.

Internal Audit Assurance Statement

We are satisfied that sufficient internal audit work has been undertaken to allow us to
draw a reasonable conclusion on the adequacy and effectiveness of Bedfordshire Police
Authority’s arrangements.

For the 12 months ended 31 March 2009, based on the work we have undertaken, our
opinion regarding the adequacy and effectiveness of Bedfordshire Police Authority’s
arrangements for governance, risk management and control is as follows:

Red Amber  Green

Governance \) \) \)
Risk Management \) \)
Control J J

Scope of the Internal Audit Opinion

In arriving at our opinion, we have taken into account:

e The results of all internal audits undertaken during the year ended 31 March 2009 (see
Appendix A for a risk map of our internal audit assurances and Appendix B for a
summary of audits);

e The results of follow-up action taken in respect of audits from previous years;

e Whether fundamental or significant recommendations have been accepted by
management and, if not, the consequent risks;

e The affects of any material changes in the organisation’s objectives or activities;
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2.3

e Matters arising from previous reports or other assurance providers to the Audit and
Business Assurance Committee and/or Authority;

e Whether or not any limitations have been placed on the scope of internal audit;

e Whether there have been any resource constraints imposed upon us which may have
impinged on our ability to meet the full internal audit needs of the organisation;

e What proportion of the organisation’s internal audit needs have been covered to date;
and

The Basis of the Opinion
In reaching this opinion the following factors were taken into particular consideration:-

Risk Management

Bedfordshire Police Authority continues to enhance its Risk Management arrangements;
we reviewed the Risk Management Policy, Risk Register and the embedding of Risk
Management within the Area. In 2008/2009 we undertook a review of the organisation’s risk
maturity and concluded that Bedfordshire Police Authority is a Risk Defined organisation.
(see appendix C for definition of Risk Maturity). The key issue identified by the review
related to the following area for improvement:

= The required period for review of risks is not considered adequate to ensure risks
are being effectively managed, this is to be reviewed as part of the review of the
current risk register.

Governance

Our audit review of Bedfordshire Police Authority’s Governance arrangements for 2008/09
included a review of the implementation of the Corporate Services Model. The review found
the Authority can take substantial assurance that the controls upon which the
organisation relies to manage the risks in this area, as currently laid down and operated,
are effective. (see appendix C for definition of assurance levels and categorisation of
recommendations).

The key issue identified within the review was in relation to the following:

e Corporate Services Business Plans are not in place for the current year 2008/09.

Internal Control

With the exception of one report, all other reports issued resulted in positive assurance
levels.

The single report where we provided a negative assurance, was Procurement. The
significant weaknesses in the Procurement report arose from the following:

e Multiple Orders are being placed with alternative suppliers for goods/services that are
not on contract, when an existing contract is in place with a defined supplier.

e Standing Orders are not being complied with as for orders placed with a value between
£10,000 and £50,000 the correct forms are not being completed and the Procurement
Department is not being notified. Testing found that the Procurement Department were
unaware of some orders for significant amounts being placed.

e An Annual Review of Orders and Suppliers has yet to be completed, resourcing issues
meant that it could not go ahead as planned in 2007 and we have been informed that it
is currently in progress for the 2007/08 year.

Bentley Jennison Risk Management Limited 4
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e The current Contracts Register is not up to date and is lacking important information in
many fields.

Our main follow-up review indicated that management have made reasonable progress in
implementing the recommendations raised in our prior year audit reports. In addition, our
Communications Follow Up work indicated that management have made good progress in
implementing the recommendations raised in this prior year report. Management have
assured us that the issues raised within all of our reports issued this year will be addressed
in accordance with the agreed action plans. We will undertake a follow up review of this
area during 2009/10 to confirm that these actions have been taken.

Acceptance of Recommendations

All except one of the recommendations made during the year were accepted by
management. The remaining recommendation which was partly agreed by management
related to the Procurement review and a recommendation that all orders should be placed
with a contractor on the approved list, or the Procurement Department should be consulted
as part of the order process to establish if a contract should be set up. Management
accepted this in principle, however, management noted that it is not always possible to
identify at the time of the first order if a contract should be established.

2.5 Governance Statement

The overall opinion may be used by the Authority in the preparation of the annual
governance statement.

2.6 Conflicts of Interest

As part of the 2008/09 Internal Audit Plan, RSM Bentley Jennison has provided the
Authority / Force with training and guidance on Risk Management. The provision of advice
and guidance on risk management is in line with internal audit standards and as such does
not represent a conflict of interest.

2.7 Benchmarking Data

The tables below show the split of internal audit recommendations and opinions for
Bedfordshire Police Authority in 2008/09 and those made in 2007/08.

Comparison of the categories of internal audit recommendations made 2008/09 and 2007/08

Recommendations 2008/09 Recommendations 2007/08
0% 0%
24%
28%
~ ~
W Fundamental Significant Merits Attention
B Fundamental Significant Merits Attention

Total Number of Fundamental Significant Merits
Recommendations Attention
2007/08 0 23 59
2008/09 0 17 55

Bentley Jennison Risk Management Limited 5
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Comparison of assurance levels provided by internal audit in 2008/09 and 2007/08

For assurance assignments only

Assurance Levels 2008/09 Assurance Levels 2007/08
7%
19%
. ‘ ‘
v 19% v
64% 62%
Substantial Adequate M Limited Substantial Adequate M Limited

Level of Substantial Adequate Limited
Assurance

2007/08 10 3 3
2008/09 9 4 1

Bentley Jennison Risk Management Limited
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Appendix A: Internal Audit Assurance Map 2008/09

Risk Based Coverage

Inadequate Equality and Management Concern Our audit of HR — Equality & Diversity Strategy identified that: Substantial \)

Diversity processes leading to
possible legal action

e Action Plans are not -cohesively linked to manage the
implementation of the Authority’s key Equality and Diversity Policies,
which have been documented and issued to staff via the Intranet
facility.

e Whilst Action Plans include details of progress made in
implementing the stated actions these do not clearly evidence when
the progress details were last updated and in addition there are
instances where target dates are either classed as ‘ongoing’ or have
subsequently passed. As a structure of exception reporting on
actions not implemented is in operation with the weaknesses
detailed above it is not possible to provide assurance that all actions
are being effectively monitored and managed and therefore any
such actions that are not being implemented are being reported to
the Equality and Diversity Programme Board.

In addition the following areas of good practice were identified:

¢ Adequate information availability to staff on equality and diversity
issues.

e Effective training programmes have been established.
e Monitoring and reporting on ethnicity data is effective.

e The Force/Authority has encouraged and supports the existence of
various ‘support groups’ for staff.

Bentley Jennison Risk Management Limited 7
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Risk Based Coverage
Failure of a key Partnership / Risk Register Our audit of Partnerships identified that: Adequate

Collaboration to deliver. . .
e There are a number of potential weaknesses in the controls and \)

arrangements at the beginning of the process of entering into
partnerships, which need to be strengthened at the outset to ensure
the organisation considers the key elements of best practice. This is
particularly so in the establishment of ‘voluntary’ partnerships as
these may not have the added benefit of requirements to meet
specific legislative or statutory requirements. The organisation need
therefore to determine their perceived definition of partnerships,
collaboration etc. in order to ensure the correct assessment and
control arrangements are established at the formation of such
arrangements, in accordance with best practice.

e |tis also important to ensure that once partnerships are in place they
continue to be monitored and associated records updated, providing
a mechanism to ensure the organisation is aware of all partnership
arrangements in place on an ongoing basis. The appraisal and
control process would benefit from being set out in a checklist
procedure to ensure key elements required to be in place are
consistently applied, to provide greater assurance that they meet the
requirements of the organisation and contribute towards good
governance.

In addition the following areas of good practice were identified:

e The organisation has carried out a process of identifying existing
partnership arrangements and has identified 17 ‘key’ partnerships, in
addition to approximately 140 other partnerships, which also
includes voluntary partnerships.

e The Police Authority and Force have in place a joint Partnerships
Strategy which outlines how they will ensure good governance
arrangements and the accountability framework. The document
also sets out guidance on partnership working.

Bentley Jennison Risk Management Limited 8
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Risk Based Coverage

Value for money is not Management Concern The review only looked at payments between £10k - £50k and Limited
obtained in the procurement compliance with the Financial Regulations, to assess if this is either
process. within an existing contract or that the required value for money

procedures have been followed.
Our audit of Procurement identified that:

e Multiple Orders are being placed with alternative suppliers for
goods/services that are not on contract, when an existing contract is
in place with a defined supplier.

e Standing Orders are not being complied with as for orders placed
with a value between £10,000 and £50,000 the correct forms are not
being completed and the Procurement Department is not being
notified. Testing found that the Procurement Department were
unaware of some orders for significant amounts being placed.

e An Annual Review of Orders and Suppliers has yet to be completed,
resourcing issues meant that it could not go ahead as planned in
2007 and we have been informed that it is currently in progress for
the 2007/08 year.

e The current Contracts Register is not up to date and is lacking
important information in many fields

In addition the following areas of good practice were identified:

e There is a Procurement department within the Force to oversee the
purchasing activities of the organisation.

Bentley Jennison Risk Management Limited 9
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Risk Based Coverage

Data assets are not
adequately controlled and
there is no asset register

established for laptop/portable
devices.

IT Security Policy is not
adequate to the requirements
of security for all key systems.

Inadequate
monitoring and
security breaches

management,
logging of

Incidents not identified and
resolved in a timely manner.

Security policies are not
communicated to all staff.

There is no  proactive
monitoring of compliance to
policies.

User accounts are not
disabled in a timely manner.

Transfer of data to third parties
is compromised.

Sensitive information is
compromised by being made
accessible to unauthorised
parties.

Management Concern

Part of the risk ‘Failure to
protect IT data from
unauthorised  access  risk
identified’ identified within the
Risk Register.

Bentley Jennison Risk Management Limited

Our audit of IT Security identified that:

A full laptop audit has not been carried out in order to determine the
scope of encryption and related security controls in place.

As acknowledged by the Authority, information security policies
require review and updating to ensure that they are consistent with
current information systems requirements and address related risks.

In addition the following areas of good practice were identified:

All provisions for removable media have been disabled, reducing
the risk of confidential data breaches and resulting impact no the
reputation of the Authority.

A formal procedure is in place stipulating that access to systems
and data is only provided through management approval based on
business requirements, reducing the risk of unauthorised access.

A formal incident response procedures us in place, to help ensure
reporting and documenting of security breaches/incidents is
effectively applied.

Application controls areas in place, linked to the Authority active
directory (network operating systems), to physically prevent the use
of USB devices.

A formal process is in place to ensure all staff sign-up to the security
policy framework, facilitating accountability of IT operations.

Robust system accounts management procedures are in place to
help ensure all access to systems and data is authorised and
system accounts owned by staff that are leaving the Authority are
removed on a timely basis.

Adequate

),

10
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Risk Based Coverage

Failure to retain staff and as a Management Concern Our audit of HR — Recruitment / Training / Retention included a follow  Adequate

consequence staffing levels up review of the previous HR Recruitment and HR Training audits in \)
may be inappropriate to meet addition to a key controls review of retention. Our Follow Up review
day to day operations. identified that 78% of the recommendations within these two reports had
been implemented, 11% were in the process of being implemented, 4% Good
had been superseded and the remaining 7% had not been implemented. 00 \)
Progress
Our review of Retention identified that:

e There are a number of staff who have not either undergone their
PDR or their managers have not returned the PDR to HR.

e Policy and procedures relating to Staff exit interviews are not up to
date. Additionally, useful information gained from the exit interviews
are not analysed or reported.

Failure to implement and Management Concern Our audit of Environmental Strategy identified that: Adequate

effectivel monitor the . . . .
Environmyental Strategy e There is currently no formal ownership of the Environmental Policy \)

and Strategy and as such there have been no formal progress
reviews undertaken since September 2008 and none were planned
at the time of the audit.

e There is currently no formal mechanism established to ensure that
the Policy and Strategy are formally reviewed by May 2010 or the
reviews would take account of any recent legislative changes or
requirements, be interlinked and aligned to the planned Estates
Strategy and also the planned Waste Management Policy.

In addition the following areas of good practice were identified:

e An Environmental Strategy was in place within the
organisation.

Bentley Jennison Risk Management Limited 11
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Risk Based Coverage

The Corporate Services Model Management Concern Our audit of Governance — Corporate Services identified that Substantial

is not adequately embedded . . . . .

across the c?rganigation Part of the organisational risk e Corporate Services Business Plans are not in place \)
' ‘Failure to deliver an effective for the current year 2008/09.

Corporate Support Services
model’ identified within the

Risk Register. e The structures are clearly set out on the website for
information / to assist service users.

In addition the following areas of good practice were identified:

e Guidance is provided to the background of the work
undertaken in each department within Corporate
Services.

e Benchmarking is being undertaken to gauge
performance and towards achieving value for money
for the services provided.

Bentley Jennison Risk Management Limited 12
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Appendix B: Internal Audit Opinions and Recommendations 2008/09

Auditable Area Planned Actual Assurance Number of Recommendations made
N
Attention
HR — Equality & Diversity Strategy 5 6.27 [ Substantial | 0 1 2 3 3
Partnerships 6 6 Adequate 0 2 4 6 6
Procurement 5 5 0 4 3 7 7 (1 partly)
Divisional Reviews 10 9 0 0 3 3 3
IT — Information Security 8 Adequate 0 1 2 3 3
HR — Recruitment / Training / 8 Adequate — 0 4 4 8 8
Retention Good Progress
General Ledger 4 4 0 0 0 0 0
Cash Banking & TM 4 4 0 0 1 1 1
Payroll 8 8 0 0 3 3 3
Fixed Assets, Inventories & 4 4 0 0 1 1 1
Insurance
Payment & Creditors 5 5 0 0 2 2 2
Income & Debtors 4 4 0 0 3 3 3
Communications — F/U 2 2 0 0 0 0 0
Follow up 4 4 Reasonable 0 1 8 9 9
Progress
Governance — Corporate Services 6 6 0 1 2 3 3
Environmental Strategy 5 Adequate 0 2 2 4 4
RM Maturity 6 6 Risk Defined 0 1 15 16 16
TOTAL 94 94.27 0 17 55 72 71

Bentley Jennison Risk Management Limited 13
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Appendix C: Definitions of the levels of assurance and the classification of recommendations.

The definitions for the level of assurance that can be given are:

Level Effectiveness Control Adequacy Control
Application

Substantial ~Targets have been
Assurance met or exceeded.

positive

GHEE Adequate  Targets have been

Assurance closely missed or
there are appropriate
reasons as to why
they have not been
met

negative Limited Targets have not
opinion Assurance been met and no
reasons are given as
to why.

Robust framework of
controls ensures
objectives are likely to
be achieved.

Sufficient framework of
key controls for
objectives to be
achieved but, control
framework could be
stronger.

Risk of objectives not
being achieved due to
the absence of key
internal controls.

Controls are
applied
continuously or
with minor
lapses.

Controls are
applied but with
some lapses.

Significant
breakdown in the
application of
controls.

Recommendations made during the year have been
categorised as follows:

Fundamental

Significant

Merits Attention

Action is imperative to ensure that the
objectives for the area under review are met.

Requires action to avoid exposure to
significant risks in achieving the objectives for
the area under review.

Action advised to enhance control or improve
operational efficiency.

Risk Maturity Characteristics of your risk management arrangements

Risk Naive No formal approach developed for risk management

Risk Aware Scattered silo based approach to risk management

Risk Defined Strategy and policies in place and communicated. Risk appetite defined

Enterprise wide approach to risk management developed and communicated.

Risk Managed

Risk management is considered at the highest level of the business, but could be further developed to inform decision making.

Risk management and internal control fully embedded into the operations.

Risk Enabled

Risk management is used to help manage the business; consequently the business is able to take risks on an informed basis to achieve its objectives.

Bentley Jennison Risk Management Limited
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BEDFORDSHIRE POLICE AUTHORITY

Committee: Audit and Business Assurance Committee

Date: 9 June 2009

Agenda Item: 11

Report Author: Chief Constable and Chief
Executive/Treasurer

Lead Officer: Assistant Director (Resources)

Subject: Internal Audit — Progress on Previously

Agreed Recommendations

Purpose: To review the progress made on internal

audit recommendations.

Background Papers: Bentley Jennison Audit Reports

Contact Janet Wardell ext 2066

1.1

1.2

21

211

INTRODUCTION

This Committee agreed, following the introduction of Bentley Jennison as the Internal
Auditors, that it would receive progress reports on audit recommendations that have
either fundamental or significant ratings.

Bentley Jennison have not issued any reports that include fundamental
recommendations however there have been 9 audits, previously reported to this
committee or included on this agenda, that have significant recommendations
outstanding, these being:

Victim and Witness Care 2007/08;
Governance 2007/08;

Equality and Diversity 2008/09;

HR Recruiting and Training 2008/09;
IT Security;

Partnerships;

Procurement 2008/09

2007/08 Follow Up Audits; and
Governance 2008/09

PROGRESS ON PREVIOUS RECOMMENDATIONS
Previously Reported Items

As reported to this Committee in March 2009, some of the recommendations were
reported as being complete but are shown in this report for completeness.

11.1



2.2

221

2.3

23.1

2.4

24.1

2.5

251

2.6

26.1

2.6.2

2.6.3

2.7

2.7.1

2.8

281

Outstanding Recommendations

The details of the outstanding recommendations are shown at Appendix A with an
update of progress shown below:

Victim and Witness Care 2007/08

The enhancements to the CMS2 system have now been made and have been
implemented. The appropriate training has been given to staff and this enhanced
system is now in use.

Governance 2007/08

At this stage apart from enhancing the Authority’s scrutiny role around Performance
management of Protective Services the Committee structure of the Authority is
unlikely to change. However, this will continued to be assessed for its
appropriateness.

Equality and Diversity 2008/09

This recommendation is now fully complete and was assessed as part of the follow
up audit undertaken in this area which confirmed this to be the case.

HR Recruiting and Training

Recommendation 1.1 is now complete and for the year 2009/10 all staff are able to
self evidence on their own PDR to assist with the embedding of the importance of the
PDR process. This change to the process has also been thoroughly communicated to
all staff.

The exit interview procedure, as mentioned in recommendation 1.3, has been
revisited and was agreed at a recent People Services Management Group and will be
communicated to all staff shortly.

The recommendations 4 and 9 are restated recommendations from the 2007/08 audit
and relate to the new Human Capital system which will address both of these
recommendations. Provision for the new HR system has now been approved as part
of the 2009/10 capital programme and a full business case will be presented to the
HR Committee in due course.

IT Security

The audit of laptops has now been completed and a report produced which provided
a few recommendations to ensure that laptop security, in particular, is maintained on
an ongoing basis and this responsibility rests with the Information Security section.
Partnerships

Due to the detailed work required for the preparation of the HMIC inspection of Police
Authorities and the development of the self assessment improvement framework, the

implementation of these recommendations have slipped and now have a revised
completion date of July 2009.

11.2



2.9 Procurement 2008/09

2.9.1 As previously reported to this committee the recommendations were completed but
shown here for completeness by way of a reminder due to the overall audit opinion
being one of limited assurance.

2.9.2 Interms of progress, the financial instruction has been updated and amended and
has been communicated to appropriate staff. The second quarterly review as
mentioned in the recommendations has been undertaken and at this stage of the year
there hasn’t been any issues of non compliance. However this is obviously subject to
continuous quarterly reviews and the financial instruction now includes details of
action taken where non compliance is found to be happening.

2.10 Follow Up Audit

2.10.1 The overtime claims for the force are subject to a greater level of scrutiny, with the
introduction of Corporate Services, to ensure compliance with regulations. The whole
overtime claiming process is subject to a process review to ensure there is
consistency across the force and a number of documents have been communicated
to staff and placed on the intranet which assist both managers and staff in
understanding what can and cannot be claimed for under regulations.

2.11  Governance 2008/09

2.11.1 The SLAs for Corporate Services have now been completed and will now be
incorporated into the overall performance management framework for the force.

3. RISK ASSESSMENT

3.1 Whilst some recommendations remain outstanding, efforts are being made to ensure
that these are implemented. The risk associated with the outstanding
recommendations is limited.

4, FINANCIAL IMPLICATIONS

4.1 None

5. BENEFITS

5.1 Bedfordshire Police by implementing the internal audit recommendations strengthens
its internal control environment develops better value and provides assurance to its
stakeholders that effective controls are in place.

6. CONCLUSION

6.1 Of the 18 outstanding recommendations 13 have been completed, 2 have not yet
reached their expected implementation date and 3 remain outstanding and will
continue to be reported to this Committee.

7. RECOMMENDATION

7.1 That Members note the report.

GILLIAN PARKER STEPHANIE MCMENAMY

CHIEF CONSTABLE CHIEF EXECUTIVE / TREASURER
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Agreed Action Plans

Victim & Witness Care 2007/08

APPENDIX A

Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date
4 | Ensure adequate supporting information is recorded | Significant Y South Yorkshire Police (SYP) are developing the Mar-08 Supt Criminal Complete
on the Crime Management System to evidence the changes to CMS2. It is understood that system Justice

follow up process to ensure victims and witnesses are
kept informed on process of cases in line with the
requirements of Code of Practice for Victims of Crime.

testing and development of training material will take
place in November and December for subsequent
implementation beginning in January 2008.

Itis noted that any delay in system testing will delay
the development and implementation of training.

As such Beds Police are potentially vulnerable in
respect to our reliance on SYP. The Service
Improvement Group have responsibility for the
successful implementation of the system changes
and, as such, should contingency plan for any
extended delays.

Crime Recording
— Office Manager
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Governance 2007/08
Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date
1 | Complete the review of the Authority Committee Significant Y A full review of the Terms of References of May 08 Chief Executive / Completed
structure taking account of the Force Management re- Committees was undertaken at the end of 2006/07, Treasurer
structure, Committee delegations, Terms of Reference following the introduction of Value for Money scrutiny.
and ensure any changes are in compliance with These will be re-looked at prior to the May 08
guidance available through the APA and taking Authority meeting to ensure they remain fit for purpose
account of issues raised in this section of the review. but will not be subject to a fundamental review.
The Authority is currently trialling the lead member
scheme and therefore at this stage is not intending to March 09 Completed
amend the Committee structure for 2008/09.
However, following the trial and dependant upon such
things as collaboration etc. the Committee structure
will be revisited for 2009/10.
Equality and Diversity 2008/09
Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date
1.1b | From 2009/10 there will be a need to ensure that Significant Y The Diversity Manager to draft and present an action January 2009 Diversity Completed
there is an effective and cohesive action plan plan to implement the revised Single Equality Scheme Manager
methodology and format in operation in order to for 2009/10 to EDPB to include SMART objectives,
implement and monitor the delivery of the Single owners, measures of success and evidence together
Equality Scheme. Areas that need addressing will be: with a RAG status methodology to monitor and
- The Single Equality Scheme ‘action plan’ section to evaluate the effectiveness of the plan.
be renamed Purpose/Objectives and these to be
numbered to link into the elements of the Scheme Diversity Manager and Directorate EDDBs to draft Diversity Completed
Directorate action plans to reflect the priorities in the Manager/Division
over arching Force plan using the same methodology al Commanders
described above. March 2009




HR Recruiting and Training

APPENDIX A

Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date
11 HR Retention Significant Y As part of the INSPIRE programme, the PDR process May 2009 Divisional Completed
Management should ensure that all staff complete a is considered to be a significant tool to improving Commanders/He
Performance and Development Review on annual performance on a sustained basis. ads of Service
basis. Information relating to the completion or non
completions of PDR's should be reported on at regular In recognition of the importance of this staff will now
intervals. be able to self-evidence their own PDRs and the
timing of the PDR year has been altered to allow
sufficient time to complete and set new objectives.
13 In relation to staff exit interviews the Force should: Significant Y Agree the exit interview procedure should be April 2009 Assistant Director Completed
Ensure that the Staff Exit Interview Policy is reviewed, revised and re-issued and staff reminded to - People subject to final
reviewed, revised and reissued. adhere to the requirements. Services communication
Staff should be reminded to adhere to the Agree that where exit interviews are completed the
requirements of the policy. findings should be analysed and any findings
Exit interview forms should be completed where subsequently taken forwards as part of the People
appropriate by leavers and be fully completed. Services Improvement Plan,
Where exit interviews actually take place these
should be evidenced by the interviewer and the
interviewer should note that due heed has been taken
of all comments made during that process.
An analysis should be made of all exit interview
forms to identify reasons for staff leaving and highlight
any relevant trends.
4 Follow Up HR Training Significant Y Spreadsheets are held locally detailing the skills December 2009 | Assistant Director In Progress
(Restated Recommendation) matrix for each division. However, it is recognised that — People
An organisation wide training needs system should be this is not the preferred solution and a business case Services

set up to identify and capture more effectively all
training needs (corporate and individual, strategic and
operational) This could simply be an excel
spreadsheet set up and controlled by the Force
Training Manager.

is being drafted for presentation at the Police Authority
HR Committee on 9 February 09 to purchase an
improved HR ICT solution




APPENDIX A

Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date
9 (Restated recommendation) Significant Partly Spreadsheets are held locally detailing the skills December 2009 | Assistant Director In Progress
The skills levels of groups/ divisions and individuals matrix for each division. However, it is recognised that — People
should be monitored so as to ascertain skills this is not the preferred solution and a business case Services
improvement levels. This is best completed in the for an improved HRIS system is being drafted for
following ways: discussion at the Police Authority HR Committee on 9
Undertaking formal annual skills audits to identify the February 09.
skill mix requirements for each department The formal training needs of divisions are already
(operational and support), an assessment of the identified through their DTBs and a training
current skill levels, and the training required to bridge prioritisation model and costed training plan produced
the skills gap. This ensures that corporate training as aresult.
needs are identified;
The skills audits should be supported by and The purchase of an improved HR ICT solution will
undertaken in conjunction with individual PDRs. allow the Force to collate training needs from the
This ensures that individual training needs are PDRs electronically to feed into this process.
identified; The combination of these approaches
should feed into the annual training plan via the
existing Divisional Training Development Boards.
IT Security
Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date
11 Management should ensure a comprehensive laptop | Significant Y This piece of work will be expedited within the Force February 2009 Head of Completed
audit is completed as a priority, to ensure that all and led by the Head of Information Governance Information
laptops are accounted for and that encryption and Governance
associated security controls have been adequately
deployed




Partnerships

APPENDIX A

Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date

12 Outline the Authority / Force requirements to assist in | Significant Y To enable the management and associated March 2009 Head of Strategic In progress
the initial determination process as to what the processes with a partnership such as budgeting and and Policy revised
organisation consider constitutes a risk management, it is agreed that a definition of a Development & | implementation
partnership/collaboration, in order to assist partnership needs to be agreed Head of date of July 2009
management in ensuring that any arrangements Community
entered into are in line with the organisational Engagement
requirements.

13 Draw up a supporting Partnership Policy / Checklist | Significant Y To be agreed in accordance with 1.2 above March 2009 Head of Strategic In progress
procedure outlining the requirements to be followed and Policy revised
when setting up a new partnership arrangement / Development & | implementation
agreements. Consider combining this document with Head of date of July 2009
the Partnership Strategy once reviewed and approved Community

Engagement
Procurement
Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date

13 All departments should place orders with the suppliers | Significant Partly Itis agreed that where possible all purchasing should December 2009 Head of Completed
listed on the contracts page of the Procurement be via the contracts list on the intranet site and that if it Procurement
intranet site, where possible and in place. Anything is not a contract then Procurement should be asked.
not listed should be clarified with Procurement before However, we cannot forecast simply at the first time of
an order is placed and if an alternative supplier is requesting a product that does not feature on a
required for goods or services where a central contract, whether there will be a future demand for the
contract is already in place, approval should be product and therefore try and get a contract in place.
obtained from the Procurement Department, prior to
placing the order. At this point, any supplier where
there is no existing contract should be investigated to
identify if thee will be enough repeat purchases to
warrant a contract being agreed.
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Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date
14 Ensure that all orders go through the Procurement Significant Partly There is a financial instruction in place for ordering of Ongoing Head of A force wide
Department. This could be just contact to identify if an goods and services which allows for devolved Procurement communication
existing contract will cover the order, or the correct ordering and purchasing. However, where orders are has been
forms being completed if further involvement is over the thresholds included in standing orders then completed.
required the Procurement department may get involved in the
quotation process but definitely in the tendering
process
14 A regular review of the orders placed from any Significant Y A sample of orders can be checked periodically at Ongoing Head of Completed but
department throughout the Force will identify any random by procurement staff. Cannot check every Procurement ongoing
bypasses to this system which can be individually order as order books are held by numerous
targeted people/depts. Across the force
14 Consideration should be given to including on the Significant Y As well as 1.6 below the Force procurement Quarterly from Head of Completed and to
order form a section that needs ti be completed department will obtain quarterly information from the December 2008 Procurement be undertaken
around compliance with the financial instructions. finance system to determine what payments have quarterly
Collahoration with the Finance department would also bypassed the standing orders and are also multiple
be beneficial in identifying invoices that are above the orders in order that preventative action can be taken
threshold that have not gone through the correct route for future payments as well as determining the need
for a formal contract for certain products
15 The contracts register should include all contracts and | Significant Y The contracts register introduced in force only 18 December 2008 Head of Completed
all information, with regular updates. months ago is being built up from scratch and has Procurement
been done with the loss of a contracts admin post as
well as the contracts manager being absent due to
iliness. However, efforts are being put into place to
ensure that the database is brought upto date as well
as a regional solution being explored
16 Ensure that the annual review of orders is completed, | Significant Y An annual exercise was built into the procurement Quarterly beginning Head of Initial Review
identifying areas where multiple orders have been processes last year, however due to staff absence this | December 2008 Procurement Completed and
placed with the same supplier and the force could was not undertaken. This will be done and in line with ongoing

potentially benefit from value for money should a
contract be agreed upon. Develop a schedule for a
less detailed review more often throughout the year,
this will mean that departments placing orders without
following the correct processes, as well as cases
where value for money can be identified, will be
noticed and action taken sooner

1.4 above a more regular review will also be
completed
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Follow Up
Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date
2 The process for prior authorisation of overtime should | Significant Partly New processes have been put into place around Ongoing Assistant Director Ongoing
be reviewed and implemented, including overtime as it was evident that the prior authorisation — Resources
documentation of the reason and the authorisation. process was not functioning adequately. Budget
management is being pushed down to budget holders
to ensure tighter control in this area and a member of
the finance team attends all DLTSs to ensure that
excessive overtime is not being incurred and the
Divisional Commander informed where overtime
appears to be exceeding expectations
Governance 2008/09
Para | Recommendation Categorisation | Accepted | Management comment Suggested Officer Status / Actual
YIN Implementation Responsible Implementation
Date Date
2 Ensure the Business Plans for Corporate Services all | Significant Y Agreed April 2009 Director of Completed
include the means to measure performance and are Corporate
progressed to completion, approval and Services

implementation for the financial year 2009/10.
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EXECUTIVE SUMMARY:

To review the effectiveness of the internal and external audit functions for 2008/9.

RECOMMENDATIONS:

Recommendation 1
That the Committee agrees that the level of service provided by both internal and
external audit functions is of an acceptable standard.

Recommendation 2

That any points brought forward and agreed by Members at the meeting, in relation
to improving services provided, are included in a response to the internal and
external auditors.

Recommendation 3
That the Chief Executive/Treasurer writes to both parties with the findings of the
review.

Originators: Stephanie McMenamy

Date: 27/05/2009

Telephone No: 01234 842066

E-mail: stephanie.mcmenamy@bedfordshire.pnn.police.uk
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INTRODUCTION

11

1.2

As part of the terms of reference for the Audit and Business Assurance
Committee it is required to review the effectiveness of both the internal and
external audit functions.

To inform this review a set of performance indicators have been agreed by
this Committee. The report now considers the performance of the two
functions against these agreed indicators.

STATUTORY REQUIREMENTS, ADDITIONAL INFORMATION, TERMS OF

REFERENCE AND RESPONSIBILITIES OF THE COMMITTEE / GROUP /

INDIVIDUAL CREATING THIS REPORT

2.1

As detailed in the above introduction.

INTERNAL AUDIT

3.1

3.2

3.3

3.4

The indicators for internal audit and the performance against these during
2008/09 are shown at Appendix A.

Overall the performance of the internal auditor function continues to be
good. The style of reports continues to be informative as do the grading of
recommendations.

The improvements introduced in 2007/08, particularly in terms of
benchmarking similar audits with other government bodies have been
maintained. The thematic audit undertaken on risk maturity is an example of
benchmarking which has influenced the Authority and Force’s view of its
own risk management approach.

Also introduced in 2008/09, as part of the agreed plan, was an audit in the
area of procurement that's primary focus was on value for money (VFM) to
assist the Force and Authority with their efficiency regime. These VFM
audits will continue to be included in future audit plans, enhanced by the
collaborative contract undertaken with Police Authorities in the East
Midlands region.

EXTERNAL AUDIT

4.1

4.2

4.3

4.4

The indicators for external audit and the performance against these during
2008/09 are shown at Appendix B.

Overall the performance of the external auditor function continues to remain
acceptable based upon the performance for 2008/09.

Changes have been made to the Use of Resources Evaluation in 2008/09
however the external auditors have supported the Force and Authority’s
approach to the process.

Concern continues to be expressed by the Authority with regard to the level
of fees charged by the Audit Commission for this statutory service and

12.2
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members seek opportunities to receive further value for money from the
external auditors.

SERVICE AND FINANCIAL IMPLICATIONS

5.1 There are no direct financial implications of this report.

OTHER IMPLICATIONS

6.1 Equality and Diversity
There are no direct implications within the report.

6.2 Procurement
There are no direct implications within the report.

6.3 Legal Implications
There are no direct implications within the report.

6.4 Human Resources
There are no direct implications within the report.

6.5 Corporate Governance
Both the internal and external auditors have key roles to fulfil in reviewing
the effectiveness of the Authority’s Code of Corporate Governance therefore
it is essential that it can be show that they are effective audit functions.

6.6 Human Rights
There are no direct implications within the report.

6.7 Policy/Strategic Aims
There are no direct implications within the report.

6.8 Welfare of Children and vulnerable adults
There are no direct implications within the report.

6.9 Reducing Carbon footprint / waste
There are no direct implications within the report.
RISK
7.1 Both the internal and external auditors have key roles to provide assurance
to the Authority on the effectiveness of the controls in place to manage risk

therefore it is essential that it can be show that they are themselves effective
audit functions.

CONCLUSION

8.1 The assessment of both the external and internal audit functions provide the
ability for the Audit and Business Assurance Committee to obtain assurance
on whether it is receiving effective and value for money services from the
internal and external audit functions.

12.3
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8.2 The Force and Authority’s view is that the services being provided by both
the internal and external auditors continue to be at an acceptable level.

9 RECOMMENDATIONS

Recommendation 1

That the Committee agrees that the level of service provided by both internal
and external audit functions is of an acceptable standard.

Recommendation 2

That any points brought forward and agreed by Members at the meeting, in
relation to improving services provided, are included in a response to the
internal and external auditors.

Recommendation 3

That the Chief Executive/Treasurer writes to both parties with the findings of
the review.
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APPENDIX A

Performance Indicators

Performance Indicators for Internal Audit

Performance Indicators

Measurement Method

1. Adherence to Institute of Internal Auditor
(I1A) professional standards and the
Government Internal Auditing Standards
(GIAS) and CIPFA Code of Practice

The adherence to the 11A standards and Codes of
Practice was demonstrated at the time of
appointment and continues to be adhered to.
Compliance with GIAS is noted on all final
reports produced by the Internal Auditors.

2. Issue of draft and final reports within the
agreed timescales as per the Internal Audit
Terms of Reference.

Based upon the planned dates of the audits
throughout 2008/09, all finalised reports were
presented at the appropriate Audit and Business
Assurance Committee.

3. Submission of IA Strategic Plan to the Audit
Committee in time for agreement by the
Police Authority at the start of the year to
which they relate, and in any event, before
the commencement of work.

The audit plan was presented to the Audit and
Business Assurance Committee at their March
meeting prior to the commencement of the
financial year. Progress against the plan is
reported to every meeting of the Audit
Committee.

4. Appropriate skills and understanding of the
organisation.

The staff used by Bentley Jennison for the
Bedfordshire audits are contained within a small
team and therefore the auditors allocated to
Bedfordshire Police are consistent. Specialist
audits are also used in specific areas.

5. Percentages of Recommendation accepted by
Management.

All recommendations were agreed during the year
albeit one was partly agreed.

6. Reliance placed on Internal Audit by
External Audit

The external auditors are relying on the work of
the internal auditors. The effectiveness will not be
known until the annual audit has been completed
but will be incorporated in the audit report
produced in September.

7. Performance at Audit & Business Assurance
Committee.

The Committee benefits from having partner or
senior representation at meetings and therefore
receives reports from a knowledgeable individual
as well as having the ability to receive
advice/comments on other areas of the business
that are discussed during the committee meetings.

8. Auditee Opinion.

4/ 5. The reports continue to be timely and
informative. The grading of recommendations
allow the Force and Members to focus on areas of
importance and need. The briefings produced
have been topical and have assisted members to
seek assurances from the Force during the year.

9. The internal audit function considers
adequately the monetary and operational cost
of control and assurance and balances these
against the benefits.

All audits consider value for money aspects where
appropriate. In addition to this it has been agreed
as part of the 2009/10 audit plan, under the
collaborative arrangements with other police
authorities that two audits will be thematic
thereby introducing value for money through
good practice recommendations and lessons
learnt, which for 2009/10 will be in the areas of
workforce planning and health and safety.
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Performance Indicators

Performance Indicators for External Audit

Performance Indicators

| Measurement Method

1. a. Submission of an audit plan for the
Authority’s consideration.

b. Completing the work outlined in the plan
(to be monitored through progress reports
and formally reported in the annual audit
letter).

c. Delivery of the audit opinion by the
statutory date, including as necessary any
ISA260 report.

d. Issue of interim and final accounts
memoranda (where required) within one
month of completion of work.

e. Issuing an annual audit letter by 31
December.

f. Certification of grant claims by the
appropriate deadlines.

The audit plan for 2008/09 was presented and
approved at the March Audit Committee.

The Audit Committee receive a progress report
from the external auditors at each of its meetings.

The appropriate statutory dates were met for the
accounts including the reporting of PURE scores
and the ISA requirements.

Compliance of this requirement was achieved.
The interim audit has now been completed and
this will be incorporated into the findings of the
08/09 audit.

Achieved

N/A.

2. Performance at Audit & Business Assurance
Committee.

A representative from the Audit Commission
attends every meeting of the Audit & Business
Assurance Committee, this is mainly the Audit
Manager but will include the District Auditor
where it is deemed necessary.

3. Auditees opinion on VFM/Project Audits
(including VFM added).

3/5. The understanding of the organisation
continues to be very good. The Committee feel
there is scope for further improvement through
proactive briefings on national initiatives.

4. Usefulness of Management Letter.

The management letter is of a standard format
and is appropriate for its need.

5. Appropriate skills and understanding of the
organisation.

The understanding of the organisation and the use
of appropriately skilled staff in terms of the final
and interim accounts audits are good.






